Abstract. The article discusses the problem of risk management in the context of safety of an organization's information assets. Assuming system of information risk management as a basic element of organization management in the aspect of information safety of modern organizations, this document focuses on methods and techniques of qualitative risk estimates. Basic standards and good practice from areas of risk management and ensuring information safety in the organization were recalled.
Introduction
Assuming that risk is an objective regularity that simple objects, processes and real world organizations are characterized by, in the age of rapid development of information technology and increasingly widespread use of IT systems, it becomes necessary to develop effective strategies, methods, evaluation systems or risk management related to operation of those facilities or systems, where the risk is defined as a threat, that the information technology used will not function the way it is expected to function.
Awareness of the risk level of organization's individual business processes or information systems within the organization allows for the effective management of such risk through the use of dedicated risk management systems for such purpose. In order to effectively manage security risk in the organization management it is necessary to determine, in a most objective manner, the level of such risk. Currently, there are many methods of the organization risk assessment, processes of information processing in the said organization or IT systems, but none of them, however, is a universal method, suitable for analysis of risks associated with an operation of both a small organization -a company, as well as complex organizations. In addition, none of the methods of analysis and risk assessment currently employed does not take into consideration, in a direct and comprehensive manner, factors such as quantitative, qualitative, economic or sociological -social factors, which on one hand is the strength of approaches currently employed through their focus on selected aspects of security, on the other hand, constitutes their weakness through far-reaching simplification of the adopted models or conditions for their development.
The proposed approach to risk assessment in security contained herein, also known as elements of "good practice" have been developed with the knowledge that along with the improvement in the system of risk management in information security and processes therein, they are subject to change.
This document defines the nature of risk, components of the system, model of risk management process, the role of risk analysis group and approaches to estimating safety of information.
The approach to risk assessment in information security
Risk assessment can be regarded as a process (see figure  1) .
A set of basic actions: Due to size limitations of this article only the basic elements of this process will be characterized in the remainder of this section, namely:
-Context, -Identification of risk factors, -Estimation of risk / Method of estimation.
Context
Establishing a context comes down to implementing the following tasks: A. Determining the basic criteria needed for risk management in information security. B. Defining the scope and limits of the risk management system. C. Establish appropriate organizational structure dealing with risk management in information security. 
Risk factors identification
The purpose of identifying risk factors is to determine what may happen causing potential loss, as well as gaining knowledge of how, where and why the loss might occur. The general scheme of the identification process is shown in Figure 3 . In order to carry out the identification of risk factors, it is recommended to conduct workshops often to discuss the list and definitions adopted for individual internal and external risks, to discuss the reasons for their occurrence and to determine the significance of individual risks for organizations and likelihood of their occurrence. List of business processes, their relationships 3.
The list of hazards and identifying their types and sources 4.
List of vulnerabilities in relation to assets, threats and security 5.
List of incident scenarios with their consequences in relation to assets and business processes 6.
List of vulnerabilities that do not relate to any identified hazard Figure 3 . A general scheme of the risks identification process
These workshops allowed direct confrontation of opinions on internal and external risks inherent in the Organization formulated by the people having the most experience in working for the organization stemming from work in different areas of its operations. Collected results of the Workshops constitute a listing of risks associated with the activities of the Organization, according to importance of individual risks with detailed definitions assigned and causes for occurrence of particular risks. Manner of conducting individual risk identification is not a key element constituting its validity.
Identification of assets
Assets are anything of value to the organization and therefore require protection. When identifying assets it is recommended to take into account the fact that the information system also consists of elements other than hardware and software.
Identification of assets must be carrying out at the appropriate level of detail that will provide sufficient information for risk assessment. The level of detail used to identify the assets will have an impact on the total amount of information gathered during the risk assessment. This level of detail can be clarified in subsequent iterations of risk assessment. Each identified information resource should have its so-called "owner of the asset". The owner of the assets may not have the ownership of assets, however, (s)he is responsible for the development, maintenance and safety within the framework of assigned duties. The owner of assets is often the most appropriate person to assign a value to assets they have for the organization. After the identification of assets, the next step is a coordination of scale and criteria for the assignment of a specific point on the scale to all assets, based on the valuation of assets. Given the variety of assets operating in most organizations it is likely that part of the assets can be attributed to a specific value expressed in money, and for some you can only indicate a range of values, for example, from "very low" to "very high". The decision to use quantitative or qualitative scale depends on the preferences of the organization, but it is recommended to have a reference to the assets. Both types of assigning value can be used for the same assets. This work assumes, as the basis for valuation of assets, the costs incurred as a result of loss of confidentiality, integrity and CSCC 4011 availability as consequences of an incident. It is also recommended to consider adequate repudiation, authenticity and reliability. Such an approach takes into account essential elements during valuation of assets, as a complement to a replacement cost, based on the estimation of negative business consequences that could result from incidents related to information security, assuming a particular set of circumstances. It is emphasized that this approach takes into account the consequences that are factors introduced into the risk assessment. After determining the criteria to be taken into account, you need to align the scale uniformly throughout the organization. The first step is a decision on the number of levels to be used in the scale. There are no rules regarding the selection of the most appropriate number of levels. More levels means greater detail, but sometimes too detailed diversity makes it difficult to obtain consistent estimates for the entire organization. Usually, any number between 3 (e.g. low, medium, high) and 5 can be used as long as it remains consistent with the organization's approach to the whole process of risk assessment. Each organization can define their own limits for asset values, such as "0-low", "0,5-average" or "1-high". It is recommended that these limits are estimated according to selected criteria limits (e.g. for a potential financial loss it is recommended that the limits are expressed in pecuniary values, but to consider such risks as the risk of personnel safety, a financial valuation may be complex and not always appropriate for each organization). Finally, only the organization can decide what is considered "low" or "high" consequence. A result, which can be disastrous for a small organization, may be small or even negligible for a very large organization. Cost values assigned to each security attributes are placed in the matrix in an orderly manner. An example is shown below. For more information on identifying and evaluation of assets in relation to information security can be found in Annex B of ISO 27005 standard: 2013. Some risks may relate to more than one type of assets. In such cases they may cause varying results depending on the assets to which they relate. Input data used to identify threats and to estimate the likelihood of occurrence can be obtained from the asset owners or users, employees of personnel departments, administrators of facilities and information security specialist, experts on physical security, as well as from other organizations, including legal institutions, meteorological services, insurance companies and government administration bodies. While describing threats it is proper to consider environmental and social aspects. It might be useful to take into account the listing of threats (specific for the organization of the industry) during completion of general threats, if these are applicable. Catalogs and statistics of threats can be shared by industry organizations, state governments, legal institutions, insurance companies, etc..
After conducting threat identification we need to align the scale and criteria for the assignment of a specific point on the scale to each threat, based on evaluation of threats. Given the variety of threat factors occurring in the organization it is likely that some part of risks can be assigned a specific value expressed in money, and for some you can only indicate a range of values, for example, from "very low" to "very high". Normally, any number between 3 (e.g. Low, medium, high) and 5 (e.g. very low, low, medium, high, very high) can be used as long as it remains consistent with the organization's approach to the entire process of risk assessment . Each organization can define their own limits for the risk values, such as "L -low," "M -medium" or "H -high." It is recommended that these limits are estimated according to selected criteria limits (e.g. for a potential financial loss it is recommended that the limits are expressed in pecuniary values, but to consider such risks as the risk of personnel safety, a financial valuation may be complex and not always appropriate for each organization). Finally, only the organization can decide what is considered "low" or "high" consequence. A result, which can be disastrous for a small organization, may be small or even negligible for a very large organization. Threat values in the scope of individual security attributes assigned by experts are placed in the matrix in an orderly manner. An example is shown below. For more information about the types of threats and their evaluation can be found in Annex C of ISO 27005 standard: 2013. 
Identification of vulnerability
The very fact of existence of vulnerability does not cause any harm, as what is necessary is the risk using such vulnerability. The vulnerability, in case of which no relevant risk appears, may not require implementation of any security measures, yet, it is recommended to recognize it and monitor any changes with respect thereto. It is worth remembering that any security measure, which has been implemented incorrectly or functions incorrectly or is used incorrectly may cause vulnerability. The security measure may be efficient or inefficient depending on the environment, in which it operates. And vice verse, a threat without any matching vulnerability may not cause any risk. The vulnerability may be related to the properties of the assets, which may be used in an intentional manner or otherwise, at the time of purchase or creation of the assets. It becomes necessary to consider the vulnerability of the assets caused by different sources, for example, internal or external. The vulnerability may be identified within the following areas: ICT equipment, software or devices, personnel, organization, processes and procedures, management practices, physical environment, configuration of the information system, third party dependencies. The examples and assessment methods are presented in the tables below. 
Assessment of vulnerability of the information resource: H
After the identification and vulnerability assessment process, the following is obtained:
1. List of vulnerability risks with respect to the assets, threats and security measures; 2. List of vulnerability risks, which do not refer to any identified threat, for the purpose of review; the vulnerability, with respect to which no relevant risk occurs, may not require implementation of the security measure, however, it is recommended to recognize it and monitor any changes with respect thereto. The vulnerability may be related to the properties of the assets, which may be used in an intentional manner or otherwise, at the time of purchase or creation of the assets. It becomes necessary to consider the vulnerability 
Estimation of risk/methods of estimation
The risk analysis may be conducted at different levels of detail, depending on the criticality of the assets, level of vulnerability and incidents, which the organization experienced in the past. Depending on the circumstances, the methodology of estimation may be qualitative, quantitative or mixed. In practice, the qualitative estimation is often applied first to obtain the general indication of the risk level and to disclose serious risks. Later on, it may be necessary to perform a more specific or quantitative analysis of such serious risks, since the qualitative analysis is usually less complex and cheaper than the quantitative analysis. Below you may find a more detailed description of the methodology of estimation.
Quantitative estimation
The quantitative estimation applies a numerical scale (contrary to the description scale used in the qualitative estimation) for both the consequences and probabilities, using the data from various sources. The quality of analysis depends on the accuracy and completeness of the figures as well as correctness of the used models. In the majority of cases, the quantitative estimation uses some historical data about the incidents, thanks to which the estimation may directly address the objectives of the information security and problems of a given organization. However, the lack of such data for new risks or vulnerability related to the information security may be considered a disadvantage. 
Qualitative estimation
The qualitative estimation uses qualitative attributes to describe the true scale of the potential consequences (e.g. low, medium and high) and the probability of their materialization. An advantage of this estimation is that it is easy to understand by practically all the competent employees, but it also depends on the subjective choice of the scale of attributes, which is a disadvantage. The scale may be adapted according to the circumstances, and, what is more, different descriptions may be applied to different types of risks. The qualitative estimation may be used as: -initial review action (E.1) to identify the risks, which require a more detailed analysis (General risk assessment concerning the information security), -basic action (E.2) to assess different variants of risk handling (Detailed risk assessment concerning the information security). It is recommended to use the available, actual data and information in the qualitative analysis.
E.1 General risk assessment concerning the information security
The general risk assessment allows to determine the priorities and sequence of actions. For various reasons, such as the budget, the implementation of all security measures at the same time may not be possible and only the most critical risks may be tackled during the risk handling procedure. Furthermore, it may be too early to start the detailed risk management if the management is anticipated in a year or two years time. The general risk assessment considers the business value of the information assets and the risks related to the business activity of the organization. A number of factors allow to determine whether the general risk assessment is appropriate for handling the risk:
1. business objectives, which are to be achieved by using different information assets; 2. extent to which the business activity of the organization depends on particular information assets, i.e. whether the functions considered critical for the existence of the organizations or their efficient business operations depend on the said assets or confidentiality, integrity, availability, non-repudiation, accountability and reliability of the information of the information stored and processed by such assets; 3. investment expenses incurred with respect to particular information assets, in the field of development, maintenance or replacement of assets. 4. The information assets are the assets with the directly ascribed value by the organization. Another reason for starting the general risk assessment is its synchronization with other plans related to the change management (or continued operation). For example, full protection of the organization, system or application is not rational in the event when they are to be outsourced in the nearest future. However, it may still be worthwhile to assess the risk for the purpose of an outsourcing agreement. The iteration properties of the general risk assessment may be the following:
1. The general risk assessment may refer to the overall picture of the organization and its information systems, including the technological aspects, independent of the business issues. Therefore, the contextual analysis may concentrate better on the business and operational environment instead of the technological elements. 2. The general risk assessment may refer to a more restricted list of threats and vulnerability risks grouped into the defined categories or, to speed up the process, it may focus on the risk or attack scenarios instead of their elements. 3. The risks recognized in the general risk assessment are often more general risk areas than particular, specifically defined risks. The handling of risk is then mainly directed at selecting common security measures applicable in the entire system. 4. However, the general risk assessment, due to the fact that it refers to technological details, is more appropriate for indicating organizational and nontechnical security measures as well as technical or key management aspects or common technical security measures, such as back-up copies and antivirus software. The advantages of the general risk management are the following:
1. an introduction of a original, simple approach increases the chances to obtain approval of the risk assessment program. 2. a possibility of creating a strategic picture of the information security in the organization, i.e. efficient planning support.
3. It is possible to allocate the resources and finances there, where they would bring the highest profits, whereas the systems, which probably need protection the most, will be addressed in the first place. Since the initial risk analyses are conducted on a high level, which is potentially less accurate, the only possible defect of such approach may be the fact that a part of the business process or systems may not be identified as needing the second, more detailed assessment. It may be avoided if the relevant information on all aspects of the organization and its information systems, including the data obtained on the basis of the incident assessment related to the information security, is provided. If such factors are assessed, the decision becomes easier. In the event when the objectives of the asset data are especially important for further business operations of the organization or if the assets face significant risk, it is recommended to perform another iteration, detailed risk assessment of the indicated information assets (or part thereof). The general rule to apply: if the lack of security of the information causes negative consequences for the organization, its business processes or assets, the second risk assessment iteration, at a more detailed level, is required for the purpose of identifying potential risks.
E.2 Detailed risk assessment concerning the information security
The detailed risk assessment process concerning the information security covers in-depth identification and evaluation of assets, assessment of threats for such assets and assessment of vulnerability. The results of such activities are later used for the risk assessment and identification of variants of handling the risk. The detailed activities usually require a lot of time, efforts and skills, therefore, they are more suitable for the high-risk information systems. Many methods use tables and combine the subjective and empirical measures. It is important for the organization to apply the method, which is the most convenient and reliable for the organization and which produces repeatable results. One of the methods/techniques based on tables is presented below. Assumptions Z1. The risk may be described by the following relations:
where:
R -function of relations, defined as follows: The colors in the above table have the meaning defined below: -grey -area of acceptable risk, -white -area of unacceptable risk, -red -area of unacceptable risk of critical values. Using these risk assessment methods, the current or suggested assets are evaluated in terms of replacement costs (i.e. quantitative measurements). The costs are then represented on the same qualitative scale as the scale used for the information resources of the information (see 3.1.). The applicable vulnerability and corresponding threats are considered for each type of assets. If there is vulnerability without a corresponding threat or a threat without corresponding vulnerability, currently, there is no risk (yet it is still recommended to monitor the changes of such situation). The correct line in the matrix is defined by the value of assets, and the correct column -by a possibility of materialization of a threat and easiness of use. For example, if the given assets have value 3, the risk is "high (H)" and vulnerability low "L", then the risk measure is 5. Let us assume that the given assets have value 2, e.g. for the purpose of modification, the level of risk is "low" and the easiness of use defined as high "H", then the risk measure is 4. The size of the matrix, from the point of view of the number of the risk probability category and the number of the asset evaluation category, may be adapted to the needs of the organization. Additional lines and columns may define, if necessary, additional risk measures. The advantage of such approach is the obtaining of the risk ranking, which should be addressed in the further steps.
Summary of the risk assessment process
In the risk assessment process, the following is defined: 1) value of the information assets, 2) identification of applicable risks, 3) existing (or potential) vulnerability, 4) identification of existing security measures and their impact on identified risk, 5) potential consequences, 6) indication of priorities of the obtained risks and their order in accordance with the criteria of risk assessment set during determined during the context setting. The risk assessment is often performed in two (or more) iterations: 1) the first one consists in the general assessment performed to identify potentially high risks, which give a possibility of further assessment. 2) the second one covers subsequence, more detailed considerations regarding potentially high risks disclosed in the first iteration. If it does not provide sufficient information for the risk assessment, a further, more detailed analysis is performed, presumably for the part of the entire scope and possibly using another method. The choice of the risk assessment approach, including the objectives of the risk assessment, depends on the organization.
Conclusions
The risk analysis and management (risk management system) constitute grounds for the management activities in the organization, aimed at minimizing the losses related to a critical situation or risk of the information security. It is a tool (element) supporting the indication of such area of activity of the organization, which should be verified and analyzed in the first place.
Regular and continuous risk analysis and management contribute to the improvement of efficiency and obtaining of consistent, comparable and reliable results. It should be remembered that the action-based approach to risk management may cause materialization of some serious undetected risks. Unfortunately, it is a difficult issue, which requires careful preparation and determination of a set of possible risk factors, building of awareness and proper merit-based approach of persons who analyze the risks in the security and quality management processes of the organization. It is necessary to apply the right approach, including comprehensive risk management in the organization, and not just risk assessment for some individual areas. At this point, it is important to analyze the basic rules of risk management in the context, whose application brings profits to the organization.
The risk analysis and management concerning the information security must be an integral part of the decision-making process, which contributes to the making of conscious and right choices, establishment of priorities of activities and recognition of alternative directions of actions in case of the existing threats, events and critical situation. The correct risk analysis is based on the best practices and available sources of information, such as historical data, experiences, feedback information from all the interested parties, observations, forecasts and opinion of experts, including their variety and limitations, hence, it at the same time, contributes to the collection of data from many sources, including and explicitly defining a level of their uncertainty.
The risk analysis and assessment constitute the first element in the risk management process. The results of this process help to choose the right systems of security methods and to minimize or eliminate the identified risk factors. The risk management policy to a large extent depends on the nature of business, its approach and tendency to take risk, also known as the risk "appetite", and business environment. To support the process of introducing and maintaining efficient risk management, it is indispensable to work out a "common understanding" concerning the risks within the entire organizational unit and its environment. Without a common ground for discussion on the risks accompanying business operations of the organization, it is not possible to ensure powerful communication and introduce efficient risk management process within the entire organizational unit. It is also impossible if the subject concept is not understood in the same way by all employees of the organization. The risk is perceived in a different manner by the employees working on different levels of the organizational structure, responsible for particular business process ( or located in different organization units of the same organization. The practical solution to find the "common understanding" concerning the risks within the entire organization is to use the standard valuation and risk assessment model.
